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Recommendation: 

 

Information Technology staff recommends the Board of Supervisors approve Property Schedule 

11 of the Master Lease Agreement with Presidio Technology Capital, LLC (PTC) for Firewall Network 

Equipment, licenses and software, and authorize Chair to execute. 

 

Background:  

 

Yuba County has a Master Lease Agreement with PTC.  Technology is always evolving and it’s 

important to stay current and secure.  Information Technology staff have developed a plan to refresh the 

county’s external facing Cisco Firepower Threat Defense Firewalls, Cisco Identity services engine (ISE) 

and associated management console.  The current infrastructure is now end of life and approaching end 

of support.  

 

Discussion: 

 

Staff have been engaged with PTC, one of the leading technology firms in the nation and experts 

in the field of network design and architecture.  Presidio Network Solutions is a pre-competed vendor, 

which allows the County to procure the equipment directly with Presidio. 

 

Information Technology is refreshing the Cisco FTD2110 Firewalls that secure the county’s 

internet perimeter.  These firewalls provide a security gateway functionality as well as VPN termination 

for site-to-site remote access connections.  These firewalls have been in production for approximately 

five (5) years and are now end of life.  Staff will transition to Cisco’s latest FTD3120 version that is 
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highly scalable and offers additional bandwidth throughput to meet the county’s demands as more 

applications move to the cloud.  

 

The new network firewall equipment utilizes similar technology already used within the 

perimeter network and will enhance the capability and performance.  By upgrading to a more robust 

platform it will meet the network capacity needs and improve the county’s cyber security posture, while 

also expanding the device administration for future Wi-Fi network convergence.  The purchase includes 

5 years Cisco Smartnet Maintenance Support and software licenses. 

 

Staff recommends the Board approve the Property Schedule 11, and authorize Chair to execute. 

 

Committee Action:   

 

This item is brought directly to the Board of Supervisors due to the nature of this request. 

 

Fiscal Impact:  

 

Board Approved FY 2022-2023 Budget Appropriation 

Utilize existing appropriation from FY 2022-2023 Budget within same category 

Total projected cost this fiscal year is $87,950 and grand total of obligation is $351,800.00 

 

Network Internal Service Fund: 154-9800-410-2600 

FY 2022-2023: $87,950 

FY 2023-2024: $87,950 

FY 2024-2025: $87,950 

FY 2025-2026: $87,950 
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